
Beware of 
Phishing-Mails!

Fake sender address
Is the sender‘s e-mail address correct?
Can the sender confirm sending?

Request for credentials
Phishing e-mails often ask you
to disclose access data.

Linguistic inaccuracies
Suspicious e-mails often contain
spelling mistakes.

Links to fake websites
Check links in e-mails first: Place the mouse
pointer on the link without clicking (hover).

Urgency
Does the e-mail signal urgency
or an acute need for action?

Attachments
Never open files attached
of a suspicious e-mail.

Recognize fraudulent e-mails and
prevent data misuse.

fau.info/infosec
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